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Abstract—The flow duration distribution is an important met-
ric to the network operator for traffic prediction and accounting
but also arguably from the viewpoint of the user. The inversion
problem of recovering the flow duration distribution from sam-
pled traffic is addressed here under several sampling methods. A
theoretical framework for the inversion problem is developed
using a probabilistic flow model. In this framework, direct
equations for the distributions of sampled flow quantities are
derived based on the distributions of original flow characteristics.
The inversion of these equations provides estimators for the flow
duration distribution. Finally, the inversion techniques under
several sampling schemes are evaluated on two Internet traces.

I. INTRODUCTION

A. Motivation and Related Work

Passive measurements are critical to understand the charac-
teristics and the dynamics of the Internet traffic, and are used
extensively by network operators and networking researchers.
But the exhaustive capture of packets leads rapidly to a
huge amount of data to store and to analyze. For instance,
a capture of a few hours on a Gigabit/s link at a medium
load level yields several hundreds of gigabytes of data. A way
to reduce the volume of data is by sampling packets. In this
work, we are interested in the flow level characteristics. A
flow corresponds to a sequence of packets sharing common
attributes (e.g. source/destination addresses, source/destination
ports and protocol). The problem is to deduce the structure of
original flows from sampled packets.

This topic has attracted much attention recently in the
networking community, with the focus almost exclusively on
inference of the original distribution of flow sizes (number of
packets/bytes in a flow) (see e.g. [1], [2], [3], [4]). The flow
duration distribution is another important metric and can yield
useful information for traffic prediction, traffic engineering to
support QoS and in accounting [5], [6], [7]. Its relations to
flow sizes and rates have been studied extensively in e.g.
[8]. It is also an important (arguably the most important)
performance metric for the user [9]. An accurate estimation of
the flow duration distribution is substantially more complex —
a reconstruction of the flow duration now involves not only the
flow size but also the flow interarrival times (IATs) between
consecutive packets. To the best of our knowledge, only [14]
recently used inversion to infer the original flow duration
distribution from sampled traffic under the packet sampling
(PS) method (see below).
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B. Sampling Methods

A sampling method has a huge impact on the estimation
accuracy of the flow characteristics. A number of sampling
methods were proposed in the literature. We briefly review
some of them. One of the simplest approaches is the so-called
packet sampling (PS), where each packet, independently of
others, is captured and analyzed with a fixed probability p,,.
As demonstrated in [3], inversion of the flow size distribution
is essentially impossible with PS for any small p, useful in
practice. To overcome the limitations of PS method, several
authors [1], [2] proposed the use of TCP protocol level details,
such as SYN and FIN flags. In the same direction, the use of
TCP sequence numbers (SEQ) to infer the number of original
packets between two sampled packets of a flow was explored
in [10]. Several combinations of these methods are possible
e.g. PS+(SYN)+(SEQ). Dual sampling (DS) introduced a
hybrid approach combining the advantages of both packet
sampling and flow sampling (FS) [11]. Other methods aim
at identifying certain types of flows, for example large flows
when using sample-and-hold (SH) [12].

C. Aims, Contributions and Outline

The aims of this paper are to provide an analytical frame-
work for recovering the flow duration distribution under var-
ious sampling schemes (PS+(SYN)+(SEQ) and DS), and to
see whether the techniques work in practice with real traces.
The analytical framework is developed assuming that the
packet arrivals within original flows follow a finite renewal
process (proposed in [13] and also checked on real traces
below). Assuming this model, the flow duration distribution
can be expressed in terms of the flow size distribution and the
distribution of flow IATs (between consecutive packets). The
estimation of the flow size distribution under the considered
sampling schemes has already been derived in [11]. In this
work, we provide ways to estimate the distribution of flow
IATs. The original packets of a flow which are sampled with
the times between sampled packets lead to a sampled flow.
We first derive direct equations that relate the distributions of
sampled flow times quantities (IATs and duration) in terms of
the distribution of flow IATs. The inversion of direct equations
allows us to express and estimate the distribution of flow
duration in terms of the sampled flow 1ATs or the sampled
flow duration distributions.



The proposed estimation techniques are checked on two
Internet traces. We find that the flow duration distribution can
be recovered successfully when the sampled flow 1ATs are
used in inversion under DS, supposing that the probability of
sampling packets within a flow is large. This is a plausible
scenario on certain links and architectures (see Sec. VI-A
in [11]). When inversion is used in other cases (namely,
using sampled flow 1ATs under DS with small probability or
PS+SYN+SEQ, or using sampled flow duration instead), the
flow duration distribution can be estimated well only until
certain time, after which the estimators inherently diverge
due to the reversion operation. Alternatively, for the sampling
methods DS and PS+(SYN)+SEQ, the whole duration distri-
bution can be recovered when using the sampled flow 1ATs
from consecutive original packets of a flow (inferred from
TCP sequence numbers) — though in some cases this estimator
can be less robust. Also, under PS+SEQ, the flow duration
estimation is poor due to the inaccurate estimation of the flow
size distribution. Finally, PS+(SYN) can not estimate the flow
size distribution for any useful sampling probability (< 1%)
which turns the inversion of the flow duration distribution
essentially impossible.

The paper is organized as follows. Sec. II introduces the
probabilistic flow model considered and discusses its adequacy
based on two Internet traces. Sec. III reviews the various
sampling methods and defines the variables of interest from
sampled flows. Sec. IV derives direct equations (and their
inversions) relating the distributions of sampled flows to those
of original flows under the various sampling methods. The
implementation of the inverse equations is also discussed.
Sec. V applies the inversion techniques to two Internet traces.
Finally, Sec. VI concludes.

II. MODELING TRAFFIC FLOWS
A. Flows and Their Characteristics

A flow is defined as a unidirectional sequence of packets
that have the same 5-tuple: IP source address, destination
address, source port, destination port and protocol type, and
where packet interarrival times (IATs) in a flow do not exceed
a timeout of 60 seconds.

A flow is characterized by the IATs (between consecutive
packets), and its size (the number of packets). Let W be the
size of a flow, and D;, i = 1,..., W —1, be the IATs between
the ith and (i + 1)th packets of a flow. The duration of a flow

is given by
w-1

V= ZDk.

k=1
B. Probabilistic Model of Flows

We will assume the following probabilistic model for flows.
The size W of a flow has a probability mass function (p.m.f.)

fW(w)v

The IATs D;, ¢ = 1,...,W — 1, between the packets in a
flow are i.i.d. random variables, independent of W. We will

w > 1.

Trace Date Local start time | Duration | TCP Flows
Auckland IX 20080327 12:00:01 1:00:00 1,371,756
Waikato V 20070626 21:00:01 1:40:00 842,578
TABLE I

TRACES SUMMARY
refer to this model as Flow Model. Another common name is
a finite renewal process.
The common cumulative distribution function (c.d.f.) of
IATs will be denoted

Fp(t)y=P(D <1t).
The (conditional) c.d.f. of the total duration V' will be denoted
Fy(t) = P(V < t|W > 2).

In a measurement interval, flows are supposed to be indepen-
dent copies drawn from Flow Model. This is in contrast to [11]
where the focus is on sizes of flows, and where randomness is
induced only by a sampling procedure (on the other hand, the
approach analogous to here is taken in [3], [14]). We do not
believe we can start without assuming a probabilistic model for
flows. In particular, our inference methods about distributions
of flow times (i.e. IATs and duration) will be based on Flow
Model.

Flow Model provides the simplest way of modeling flows.
This model appears in [13], as part of a more general flow-
based model for cumulative packet traffic.

C. Data Traces and Goodness of Fit of Flow Model

We use two recent publicly available Internet traces, Auck-
land IX [15] and Waikato V [16]. The binary traces were
processed with Libtrace [17] and Matlab to extract IP packet
headers and timestamps in order to reconstruct flows. The
traces are summarized in Table I. Since most of the sampling
methods use the TCP protocol information, we focus only
on TCP flows, as they account for 80-90% of packets in the
Internet [10].

Does Flow Model provide a good fit with real data traces?
Several exploratory tools to evaluate Flow Model were sug-
gested in [3]. We briefly illustrate one of these tools here first.
Note that V/(W — 1), W > 2, can be thought as the average
IAT between packets of a flow. Figure 1 depicts W against the
average IAT for Auckland IX (top plot). The level corresponds
to the flow density (number of flows in each small square). A
logarithmic scale is used to accentuate the differences. Most
flows have a small number of packets where the density is
highest. For small flow sizes the average IAT covers a wide
range of values. By independence assumptions of Flow Model,
the average IAT should concentrate around the value where
the density is higher as the flow size increases. In the top
plot shown, however, large flows have shorter IATs (i.e. the
top of the triangle is to the left of the bright area with the
highest density), indicating small deviations from Flow Model.
As a consequence, inference of the distribution of IATs may be
susceptible to whether packets are more likely to be selected
from these flows according to a particular sampling scheme.
Figure 1 provides the density plot for Waikato V (bottom plot)
trace which is consistent with Flow Model.
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Fig. 1. Flow density for flow size against the average IAT. Auckland IX
(top), Waikato V (bottom).

III. SAMPLING FRAMEWORK

We recall here some sampling schemes (PS and some PS-
based methods) introduced in the networking literature (Sec.
III-A), and discuss the variables of interest related to sampled
flows (Sec. III-B).

A. Sampling Schemes

Packet sampling (PS): In this sampling scheme, each
packet of a flow is sampled independently of the other packets
with probability p, (see e.g. [2], [3]). Its simplicity makes it
appropriate for high-speed routers.

PS+SEQ: Under this sampling method, packets are sam-
pled as in PS. But TCP sequence numbers are now used
as follows. Given two sampled packets of the same flow
with sequence numbers s; and s;, we assume that there are
sp — s; original packets between the two sampled packets
[10], [11]. In practice TCP sequence numbers count payload
bytes and a mapping is needed to return the number of
packet counts between two sampled packets. See [10], [11]
for implementation with real data. This additional information
helps inferring the characteristics of flows, at the expense of
more intensive processing.

PS+SYN: The method is the same as PS except that
only sampled flows with a TCP SYN (or first) packet are
retained [2]. The idea is to sample flows independently of

their size, thus avoiding the flow size bias characteristic to PS.
The disadvantage is that many sampled packets (from flows
without SYN packets) are discarded.

PS+SYN+SEQ: Under this method, PS+SYN is performed
with parameter p,, and then the sequence numbers of sampled
packets of a flow are used to infer additional information as in
PS+SEQ [10]. The method combines (dis)advantages of both
PS+SYN and PS+SEQ methods.

Dual sampling (DS): The method consists of two PS
schemes, one operating on SYN packets with sampling prob-
ability py and the other on non-SYN packets with probability
pp [11]. Sampled flows without SYN packets are discarded
and the sequence numbers are used as before. The method
includes PS+SYN+SEQ when p, = pys. It also includes the
so-called flow sampling (FS) (p, = 1) which is infeasible in
practice and can be thought of as the ideal type of sampling.
By keeping p; small while increasing p,, DS performance
approaches that of FS.

Combinations of methods with +FIN are also possible.
Here, FIN refers to retaining only those flows with their
last packet (the so-called FIN packet) sampled. In practice,
however and unlike SYN, a considerable proportion of flows
do not terminate with FIN [11]. For this reason, we will
not consider any sampling methods involving FIN and other
methods proposed for some type of flows (e.g. sample-and-
hold [12]).

With the exception of PS, the sampling methods can only be
applied to TCP flows, or to other objects provided that suitable
substitutes could be found for connection startup (SYN) and
progress (sequence numbers). The use of additional informa-
tion is critical since the performance of PS is notoriously poor
[3]. In the remaining of this work, we focus on the following
sampling schemes: PS+(SYN)+(SEQ) and DS.

B. Variables of Interest and Their Distributions

Any of the sampling procedures described above leads to
a sampled flow. It is convenient to introduce the following
variables for a sampled flow. Let D, ; be the time between
the ith and (i 4+ 1)th sampled packets, M), ; be the number
of original packets between the ith and (i 4+ 1)th sampled
packets (including these two packets) and V), be the duration
of a sampled flow. Let W, be the number of packets in a
sampled flow, and we refer to it as the sampled flow size.
For PS+(SYN) methods, W), is just the number of sampled
packets. For PS+(SYN)+SEQ and DS (i.e. SEQ methods), W,
is the number of original packets in a sampled flow, which can
be deduced from the sequence numbers of the first and last
packets sampled. Figure 2 illustrates the introduced notation
for SYN and SEQ sampling procedures.

In terms of sampling distributions, we write

fw, (s) = P(W, = s),

for the p.m.f. of the sampled flow size. The (conditional) c.d.f.
of the duration of a sampled flow will be denoted

Fy, (t) = P(V, < t|W, > 2). (1)

s >0,
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Fig. 2. Flow packets (circles) and sampled flow packets (filled circles) for a SYN and SEQ sampling method.

It can be shown that for the sampling schemes considered in
this work, the c.d.f’s of D, ; given M, ; will not depend on
i (see [14] for a proof under PS). For this reason, we will
also write D), and M), for the variables denoting the time and
the number of original packets between any two consecutive
sampled packets. (D,, should not be confused with the original
IAT D.) We also set

FDp(t) = P(D, < t|M, > 2), 2)

Fp,12(t) = P(D), < t|M,, = 2) = Fp(t), 3)

where the last equality is due to the conditioning on M, = 2.

IV. INFERENCE ABOUT DISTRIBUTIONS OF A FLOW

Distributions of original flows are inferred by relating them
to distributions of sampled flows. This is carried out by finding
first direct equations expressing the distributions of sampled
variables in terms of those of original flows (Sec. IV-B), and
then inverting these equations (Sec. IV-C and IV-D). We begin
by introducing the notation used below.

A. Notation

_Fora c.d.f. F' of a non-negative random variable, we write
F(v) = fot e ' F(dt) for its Laplace transform, and F** for
its kth convolution. The indicator function of a set S will
be denoted 1g. For a sequence A = {Aj}i>1, we write
Ga(z) = Y52, ApzF for its power series. We write G ;'
for the inverse function of G 4 satisfying G ;' (G a(2)) = z.
It is known that G,'(w) = G,(w) where the sequence
a = {ap}r>1 is obtained from the sequence A by the
reversion operation [18]. This is a standard operation for
sequences A = {Ay}r>1 with A; # 0: the reversion sequence
a = {aptr>1 of A satisfies, for example, a; = 1/A;,
az = —Ay/A3, a3 = (243 — A1 A3)/A3, etc. In fact, the
reversion operation should be used with caution: the equality
G (w) = G4(w) may hold only for small enough w, and

“4)

may also be true for sufficiently small z only. This is related
to the radius of convergence of the power series G,(w). In
our case A is a p.m.f. and hence the radius of convergence
of G4(z) is at least 1. The radius of convergence of G, (w),
however, will not necessarily be at least 1. Due to the reversion
formula for the coefficients aj’s, one generally finds that the
larger the value of A; (0 < A; < 1), the larger the radius of
convergence of G, (w).

Gu(Ga(z)) =2

B. Direct Equations

The distributions of sampled variables (Section III-B) can be
related to those of the original flows through direct equations.

Sampled flow size: A direct equation relating fi, and fu
reads [11]:

fw,(5) = > hewfw(w), s>0, 5)
w=1

where hg,, = P(W, = s|W = w). This is convenient to write
in a matrix form as

fw, = Hfw, (6)

where fw, = (fw,(0), fw,(1),-.)", fw =
(fw ), fw(2),...)7 and H = (hgp,s > O,w > 1).
Expressions for H under the various sampling schemes can
be found in [11]. For example, for PS, hsw = (%)p5gy™*
with ¢ = 1 — pp, for s = 0,...,w, and hy, = 0 for
s> w+ 1.

Sampled flow IATs: Turning to the distributions of flow
times, consider the general distribution of the time D,, between

two consecutive sampled packets. Since

M,—1
D, < 3" Dy, (7)
k=1
we obtain that
Fp,(v) = Ga,(Fp(v)), v>0, )
where A, = {A, 1 }r>1 is given by
App = P(M, =k +1|M, >2), k>1. ©)

Note that M), is observed in PS+(SYN)+SEQ and DS through
sequence numbers. For PS+(SYN), M, is not observed and
A, is expressed in terms of the distributions of W and W), in
[14].

Alternatively, only for SEQ methods, we can write by (3)

Fp12(v) = Fp(v), v>0. (10)

Sampled flow duration: Recall that for SEQ methods, W),
is the number of original packets in a sampled flow. Thus, for
these methods the duration distribution of a sampled flow is
given by

W,—1
v, £ 3 Dy (11)
k=1
Hence, _
Fy,(v) = Gp,(Fp(v)), v>0, (12)



where B), = {By, 1, }r>1 is given by
By =P(W,=k+1W, > 2), (13)

For PS+(SYN), W, is just the number of packets sampled.
In this case, Eq. (12) holds where B, the distribution of the
number of original packets in a sampled flow (not observed),
is expressed in terms of the distributions of W and W), in
[14].

C. Inverse Equations

k> 1.

The direct equations relating the sampled quantities to the
original ones can be inverted.

Flow sizes: The inversion of Eq. (5) is discussed extensively
in [11]. Set fw, = (fw, (1), fw,(2),...)" and let H be the
submatrix of H so that

T, = Hfyy. (14)

One then expects that

fir = H 'y . (15)

Explicit forms of H~! for the various sampling schemes can
be found in [11].

Flow IATs: Turning to the distributions of original flow
times, Eq. (8) can be inverted, relating the original flow IATs
with the sampled IATs, as

Fp(v) = G, (Fp,(v)), v >0, (16)
where G, = Gzi is such that
Ga,(Ga,(2) =2 a7

and the sequence a, = {apk}fr>1 is obtained from the
sequence A, = {A, r}r>1 by the reversion operation (see
the discussion around Eq. (4)). No inversion is needed for Eq.
(10). Similarly, Eq. (12) can be inverted, relating the original
flow IATs with the sampled duration, as

Fp(v) = Gy, (Fy, (v)), v >0, (18)
where Gy, = Ggi.
Flow duration: Arguing as for Eq. (12), note that
Fy(v) = Go(Fp(v)), v >0, (19)
where C' = {C}, }>1 is given by
Ch=PW=k+1W>2), k>1. (20)

Substituting Eq. (18) into Eq. (19) leads to an equation relating
the original flow duration with the sampled duration, as

Fy(v) = Ge(Gy, (Fy, (v), v > 0.
Substituting Eq. (16) into Eq. (19) similarly leads to an ex-

pression of the original flow duration in terms of the sampled
IATs, as

21

Fy(v) = Go(Ga, (Fp, (v), v > 0.

By Eq. (10), Eq. (19) can also be written, relating the original
flow duration with the sampled IATs from consecutive original
packets of a flow, as

Fy(v) = Ge(Fp, 2(v), v > 0.

(22)

(23)

D. Inference in Practice

The inverse equations discussed in Sec. IV-C can be used
to estimate the distributions of original flows. For simplic-
ity, we only discuss flow times distributions under SEQ
methods (PS+(SYN) are implemented analogously using the
cited results in [14]). Let W, ,,, Dy, and M, ;, be the
respective variables W,,, D,, ; and M,, ; for the sampled flows
n =1,...,N. As in [11], N includes the number of not
sampled flows and is assumed to be known. In practice, N is
estimated by counting the number of SYN packets (see Sec.
II-C in [11]). _

Flow sizes: For flow sizes, f, (s) entering fy, in Eq. (15)
is replaced by its empirical counterpart ) 1qw,  —s/N.

Flow IATs: The simplest estimator for the distribution Fp
of IATs is obtained by implementing Eq. (10) in the time
domain (i.e. Eq. 3), namely,

N T
- Zn:l Zi:l 1{Dp,1i,n§t7Mp,i‘n=2}
Fp(t) = ~ T .
Don—1 2ai=1 Lea, i n=2)
In applications to the real traces considered below, smaller [
may perform better (see Sec. V).

The distribution F'p could also be estimated by implement-
ing Eq. (16) in the time domain as

(24)

K
n _ ~  Txk
Fp(t) = aprF(t), (25)
k=1
where hats indicate estimators and K is a truncation parameter.
In view of Eq. (2), we take

N I
~ D=1 izt YDy s <M, 0 >2)

Fp,(t) = N T
’ Zn:l Zi:l 1{Mp,i,n22}

The coefficients @, j in Eq. (25) are obtained through the
reversion (see Sec. IV-A) of the coefficients A, j;, which
estimate A, in Eq. (9) through

(26)

N I
-~ .= anl 2121 1{J\f1p,7:,n:k+1,Mp,7:,n22}
D,k — N I ’
Zn:l Zi:l 1{1\/1;0,*&,7122}

Because of the potential convergence problems with the rever-
sion (see Sec. IV-A), the estimator (25) may diverge for larger
values of ¢. The larger the value of A, 1, the larger the values
of ¢ where the estimator (25) diverges.

27)

Remark: Another natural possibility to implement Eq. (16)
is through the inverse Laplace transform (ILT). A number of
ILT procedures are available in the literature (e.g. [19], [20]).
We have implemented Eq. (16) through the ILT but generally
found the results to be worse than when using Eq. (25).

Similarly Eq. (18) can be implemented as:

K
Ep(t) = by FyF (D), (28)
k=1

where ﬁvp is the empirical counterpart of Fy, in Eq. (1) given
by

N
2on=1 Vo<t Wy, 22)

Fy,(t) = : (29)

Yoot Lw, . >2)



Sampling Normalization

PS Pp =D
PS + SYN [ pp = (=14 +/1+4pBE[W](EW] —1))/(2(EW] - 1))
DS s =PEW)/(pp(E[W] = 1) +1)

TABLE I
AVERAGE SAMPLING RATES AND NORMALIZATIONS.

and {an}kzl is the reversion of the sequence {]§p7k}k21

estimating { B, 1. }x>1 in Eq. (13) through

S LW,k LW, >2)
Y1 1w, 22

Flow duration: For flow duration, Eq. (19) is implemented
as

By = (30)

K
Fy(t) =) ChFB (D), 31)
k=1
where ak/\estimates Cy in Eq. (20) by using the estimator of
fw, and Fp is one of the estimators of F'p discussed above,

namely, (24), (25) or (28). This corresponds to implementing,
respectively, Egs. (23), (22) and (21).

V. EXPERIMENTAL INVERSION ON INTERNET DATA

We evaluate here the inversion techniques of Sec. IV-D
to estimate the flow duration distribution under the different
sampling methods for Auckland IX and Waikato V traces.

A. Normalization

To compare across the sampling methods, we use the
Effective Sampling Rate (ESR) normalization proposed in
[11]. A normalization that just equals the average sampling
rate greatly disadvantages PS+SYN+(SEQ) and DS sampling
methods which discard sampled packets from flows without
a SYN packet. Let p be the average rate of packets which
are actually used by the method in the estimation. Table II
gives the normalization parameters for each sampling method
given a fixed p value (see [11] for derivation). DS has two
parameters with p,, chosen to be the independent one. For a
fixed p, this equation gives p; as a monotonically decreasing
function of p,. Ideally, py < p, and p, should be as large
as possible to achieve the FS performance (see [11]). Note
also that the normalization parameters for X+SEQ and X (e.g.
X=PS+(SYN)) are the same. In the following, we set p = 0.01
for all sampling methods.

B. Goodness of Fit of Flow Model from Sampled Data

The original flows were used in Sec. II-C to check the
goodness of fit of Flow Model. It is natural to ask whether the
same can be done with the sampled flows. For the sampling
methods that use the SEQ information, the sampled flow
size W, can be plotted against the correspondent average
sampled IAT V,,/(W, — 1). The density of sampled flows
over the range of values is shown in Fig. 3 for DS with
(py = 0.044,p, = 0.2). Our conclusions about the adequacy
of Flow Model from Sec. II-C are not altered, with Auckland
IX (top plot) having some large flows with shorter average
IATs.

1048

JORE Lo e
1004
=" 100l

e L CEE S

106 1075 10%-4 10%-3 1002 1041 1 10 &0
V1] (sec)

0ns L
T | T SIS A | s e
gﬂ ADAG]L s R

el

v it i :
. — S & @ &

2l emm : . . ;
10%-6 10°5 104 10%2 1082 101 1 10 &0
Vo 1] (see)

Fig. 3. Sampled flow density of the sampled flow size against average
sampled IAT. Auckland IX (top). Waikato V (bottom).

C. Estimation of Flow Size Distribution

Figure 4 depicts the estimation of the flow size distribution
C (with at least two packets — see Eq. (20)) obtained using
the estimator of fy for Auckland IX. The estimate C' will
enter in the estimation of the flow duration distribution through
Eq. 31). DS (p;f = 0.013,p, = 0.75) gives the better
agreement between the estimated and original distributions.
DS (0.044,0.2) shows more variation due to the decrease of
pp- PS+SYN+SEQ (p, = 0.084) also presents a reasonable fit.
The performance of PS+SEQ (p, = 0.01) is worse where the
discontinuous parts indicate values out of the interval [0, 1].
PS+SEQ tends to skip small flows and display a flow size
bias. All the other methods (DS and PS+SYN+SEQ) which
use SYN packets, attenuate the flow size bias by keeping
flows independent of their size. PS (p, = 0.01) and PS+SYN
(pp = 0.084) are not represented since all the values of
the inversion are out of probability range and will not be
considered below. We omit the estimate C' for Waikato V trace.
Similar conclusions can be drawn.

D. Estimation of Flow Duration Distribution

Figure 5 depicts the performance of the estimator ﬁv in
Eq. (31) when Fp is defined in terms of Fy, in Eq. (28) for
Auckland IX. DS and PS+SYN+SEQ show a good accuracy
until the estimator diverges. This is related to the convergence
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of the estimator (28) where the coefficients bp 1 s are obtained
from the reversion of Bp &’s. Recall that B, ;’s estimate the
distribution of the number of original packets in a sampled
flow (with at least two packets). As indicated in Sec. IV-A,
we generally found that the larger the first coefficient of the
sequence to reverse, the larger the values of ¢ where the
estimator (28) diverges. We also found that B .1 tends to be
smaller and slightly increases when p,, decreases. This explain
the better performance of DS with p, = 0.2 and that of
PS+SYN+SEQ (p, = 0.084) in the sense that the divergence
takes place later.

Figure 6 illustrates the behavior of the estimator ﬁv in Eq.
(31) when Fp is defined in terms of Fp, in Eq. (25) for
Auckland IX. (Because of the large flows with shorter IATs
found in this trace, we restrict the number of sampled packets
from the same flow used in Egs. (26) and (27) by choosing
I for which S>1_, M, ; < 103.) DS (p, = 0.75) allows to
recover the whole distribution of flow duration. Compared to
Fig. 5, there is an improvement with DS (p, = 0.2). DS
(0.0213, 0.45) allows to recover a larger range of values of the
flow duration distribution. PS+SYN+SEQ presents a similar
performance. The coefficients @, ;’s in Eq. (25) are obtained
through the reversion of A\pyk’s. Since /Tp,k’s estimate the
distribution of the number of original packets between two
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Fig. 6. Flow duration distribution using ﬁpp (Auckland IX).
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sampled packets (including these two), a larger probability p,,
of sampling packets within a flow will result in a larger first
coefficient A,, ;. Therefore, as p, increases, the estimator (25)
will diverge later or even converge.

Finally, Fig. 7 shows the performance of the estimator ﬁv
in (31) when Fp is defined in Eq. (24) for Auckland IX. No
reversion is used in Eq. (24) (though again we restrict the
number of sampled packets from the same flow by choosing
I as before). This is the only case where PS+SEQ works
and is plotted. The poor performance is due to the inaccurate
estimation of the flow size distribution C' — see Fig. 4. In
contrast to Figs. 5 and 6, the whole distribution F3, can now be
recovered using DS with p, = 0.2,0.45 and PS+SYN+SEQ.
Note that Fp is estimated in Eq. (24) through ﬁppp (using
the sampled IATs from consecutive original packets of a flow).
If p,, is very small, the number of these sampled IATs can be
insufficient. Moreover, the statistical mixing between them can
be unbalanced (in PS+SYN+SEQ more than 50% of sampled
IATs from consecutive original packets of flow are from the
first and second packets). The inversion techniques behind
Figs. 5 and 6 are more robust in these respects.

The performance for Waikato V is shown in Fig. 8. Given
the space constraints, we only present results for DS with
(0.041,0.2) and (0.0131,0.75). However, similar conclusions
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as for Auckland IX have been obtained for the others sampling
methods. The estimation of flow duration distribution using
Fy, (pp = 0.2) can now recover a larger range of values
before the divergence, compared to Fig. 5. The estimation
based on Fp, (p, = 0.75) presents a good accuracy with
the original distribution. There is also a slight improvement
in the estimation using Fp, (p, = 0.2), cf. Fig. 6. Finally,
under F p,l2 (Pp = 0.2), the estimation does not suffer from
the limitations of sequence reversion.

VI. CONCLUSIONS

We have explored the question of recovering the distribution
of flow duration from sampled data. Several sampling methods
were considered: PS+(SYN)+(SEQ) and DS. We developed an
exact analytical framework for inversion problem of the flow
duration based on a simple flow model. Tools were provided
to evaluate deviations from the model when using Internet
data. We derived three inverse equations to estimate the flow
duration distribution using the distributions of the sampled flow
IATs or the sampled flow duration.

We have checked how successful such inversion techniques
were in practice with two real Internet traces. We found that
the flow duration distribution could be recovered when the
sampled flow 1ATs are used in inversion under DS, given
that the probability of sampling packets within a flow is
large. This is a feasible parameter setting for DS on certain
links and architectures [11], providing a superior statistical
performance for DS method. When the sampled flow 1ATs
under DS (with small packet sampling probability within a
flow) or PS+SYN+SEQ are used, or the sampled flow duration
is used instead, the flow duration can be estimated well only
till certain time, after which the estimators diverge due to the
reversion operation. However, under DS and PS+(SYN)+SEQ,
the whole duration distribution can be recovered when using
the sampled flow 1ATs from consecutive original packets of
a flow — though the estimation can be less robust when the
sampling probability inside the flow is very low. This was the
only case where PS+SEQ worked, but the performance was
poor due to inaccuracy of the flow size estimation. Finally,

PS+(SYN) turn any inversion impossible for a small sampling
probability.

An interesting direction for future work concerns the infer-
ence of the flow duration distribution tail without estimating
the underlying flow IATs and flow size distributions. A similar
study for the flow size distribution tail can be found e.g. in
[21].
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